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1.  PURPOSE OF THE AGREEMENT

The purpose of this Data Sharing Agreement is to provide a framework for the secure and confidential sharing of pupil identifiable data.

This Individual Protocol is made under the General Data Sharing Protocol1 and serves the purpose for specific information sharing.  
This agreement has been developed to:

1. Define the specific purposes for which the signatory bodies have agreed to share data.

2. Describe the roles and structures that will support the exchange of information between bodies.

3. Set out the legal basis through which the information is shared, including reference to the Human Rights Act 1998 and the common law duty of confidentiality.

4. Describe the security procedures necessary to ensure compliance with responsibilities under the Data Protection Act and organisation specific security requirements.

5. Describe how this arrangement will be monitored and reviewed.

1 Information Commissioner’s Office – Data Sharing Code of Practice 2011

The signatories to this agreement will represent the following agencies/bodies:

 St Colman’s College, Newry

Department for Employment and Learning (DEL)
2. SPECIFIC PURPOSE FOR SHARING DATA

Management Summary

1.  In October 2007 the Department of Education and the Department for Employment and Learning launched the draft document “Preparing for Success” for consultation.  The aim was to make policy proposals for the future development of Careers Education, Information, Advice and Guidance and to set out a strategy that will address the needs of individuals of all ages in these areas.

2.  The rationale for the provision of impartial careers information, advice and guidance for all ages, has been clearly established in the European Union Resolution passed in May 20041 and recognises the importance of guidance activity in the context of lifelong learning.   This resolution proposes that all European citizens should have access to high quality guidance provision at all stages of their lives to enable them to manage their learning and work pathways and associated transitions.

3.  The need for an independent all-age strategy for Careers Education, Information, Advice and Guidance is highlighted in both the Revised Curriculum and Entitlement Programme (DE) and Success through Skills – The Skills Strategy for Northern Ireland (DEL).

1 Preparing for Success, Careers Education, Information Advice & Guidance – Strategy & Implementation Plan

Objectives

The overall aim for the sharing of pupil identifiable data between schools and DEL is to assist in the development of effective career decision makers leading to increased and appropriate participation in education, training and employment.  This will include:

· Enabling pupils to develop the skills to be able to make informed decisions about their education, training and employment options, and

· Setting in place a framework to ensure people of all ages have access to good quality careers guidance so that they are able to make informed choices and achieve their potential.

Data Subject Benefits 

The purpose of this agreement is to share pupil identifiable data between schools and DEL to ensure pupils have a clear understanding of the impact of their education, training and employment choices and will make career choices which are informed and well thought through and are based on self awareness; understand the relevance of their education, skills and experience; and be aware of the opportunities and pathways available to them, locally, nationally and internationally.

The sharing of data will also ensure that those young people, who may be at risk of becoming socially excluded, can be identified by DEL and offered appropriate support and provision to reduce the possibility of them becoming NEET (Not in Employment, Education or Training). 

How will this data sharing arrangement further those objectives?

The sharing of data arrangement is the most effective means of identifying those data subjects eligible to receive Careers Information Advice and Guidance.

Personal Data to be shared

Class Lists

Special Needs/Disability Information (Sensitive personal data)

Attendance 

Health and Social Care arrangements (Sensitive personal data)

Current/Anticipated Attainment Level

School Leaver Information

This data satisfies the Third Principle of the Data Protection Act in that it is considered adequate, relevant and not excessive information to be shared in order to deliver tailored careers information advice and guidance and to ensure the data shared relates to the correct person.

3.
LEGAL BASIS FOR SHARING

First Principle

The first Data Protection principle states that data must be processed lawfully and fairly.

Sharing must be ‘fair’ by ensuring the subject is aware of what is being shared and for what purpose. Only in situations where informing the subject is likely to cause them or others significant harm/distress, or prejudice a situation, or as required by law, can this principle be set aside.
The Department for Employment and Learning has statutory power, under the Employment and Training Act (Northern Ireland) 1950 Chapter 29 to make provision with respect to employment and the training of persons for employment; and for purposes connected therewith.

The following extract of the Act should be noted:

Section 2

(2)   Without prejudice to the provisions of the last foregoing sub-section, the Ministry may make such arrangements as it considers expedient, whether by means of employment exchanges or otherwise, for the collection and furnishing of information, and the provision of advice, guidance or other services for persons of any class (whether employed or not) for any of the purposes mentioned in section one of this Act. 

Human Rights Article 8: The Right to Respect for Private and Family Life, Home and Correspondence

The data sharing meets the requirements of the Human Rights Article 8 in that it is lawful (DEL has a statutory power under the 1950 Act), it is necessary in that the viability to deliver careers advice depends upon the sharing of data from schools, and it is proportionate as the minimum required personal data is being shared to meet the requirements of the service.

Schedule 2, Data Protection Act 1998

The data sharing meets condition 5 (c) and 6 of Schedule 2 of the DPA: The processing is necessary for the exercise of any functions of a government department. The nature and purpose of data sharing would not cause any prejudice to the data subjects.  Careers advice could not be delivered without the personal data requested being provided to enable tailored assistance to address individual needs. 

Schedule 3, Data Protection Act 1998

7.1(C) The processing is necessary for the exercise of any functions of the Crown, Minister of the Crown or a government department.

The classes of sensitive personal data that will be shared within this agreement fall under the following:

Criminal convictions

Physical/mental health or condition

Second Principle

Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.  

The purpose of this agreement is to share personal data which will provide a progressive service to help the data subject develop themselves and their potential career aspirations. Therefore, as the personal data was shared for the delivery of careers guidance, they are consistent and in this case sharing of personal data is compatible with the second principle.

Third Principle

Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.    
This personal data will be used to deliver careers information advice and guidance and for the purpose of identifying that both the school and DEL are dealing with the same data subject and to encourage participation in a positive destination.

Both organisations will share the minimum personal data required.
Fourth Principle

Personal data shall be accurate and, where necessary, kept up to date. 

Information provided by St Colman’s College will come from the pupil register and is subject to normal procedures and validations intended to ensure data quality.  Any inaccuracies discovered will be notified by the school to the Careers Service. 
Data provided by St Colman’s College will be on a one-off basis for each pupil. All data provided will be stored on DEL’s Client Management System (CMS) and will be subject to DEL’s normal procedures and validations intended to ensure data quality.  Any inaccuracies discovered will be notified to the respective school by the Careers Service.
Fifth Principle
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

All data will be held for the minimum period to enable delivery of careers information, advice and guidance. 

Sixth Principle

Personal data shall be processed in accordance with the rights of data subjects under this Act.

Schools and DEL will comply with subject access requests in compliance with the relevant Legislation (DPA 1998) by adhering to their respective Subject Access Request policies in respect of the data subjects.  The subject access requests for DEL should be directed to the Local Information Manager, Careers Service, 1st Floor, Waterfront Plaza, 8 Laganbank Road, Belfast BT1 3LY.  

Seventh Principle 

Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

Security Measures

DEL has developed an Information Security and Assurance Framework, certified to IS027001, which brings together into a single source an overview of the various policies, procedures and structures that have been put in place to ensure the delivery of a safe environment for the handling of all the information and data required by the Department to carry out its responsibilities. 

As part of those arrangements, the Departmental Information Security and Assurance Committee (DISAC), chaired by the Senior Information Risk Officer, assists the Departmental Board in fulfilling its corporate governance responsibilities and overseeing the corporate governance and risk management processes. Corporate governance includes internal control relating to operational and compliance controls, and risk management which, in this context, specifically includes information security.

DEL recognises that effective training and good communications are essential if a secure data environment is to be maintained. Therefore, various approaches are used to provide all staff with the necessary knowledge, awareness and skills to ensure that the Department delivers a safe environment for the management of the information it holds, DEL ensures that all centrally-mandated information security training is fully implemented within the Department.

Information Assurance is a key part of the Biannual Assurance Statement returns required from each Director. In order to inform this process, Information Asset Owners (lAO’s) review information assurance within their business area on a biannual basis and provide an assurance statement to their Director.

Eighth Principle

Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection of the rights and freedoms of data subjects in relation to the processing of personal data

 St Colman’s College and DEL confirms that information will not be transferred outside the European Economic Area.
5.
INFORMATION GOVERNANCE (Description of arrangements including security matters)

· The process for requesting the information;

Data will be supplied by schools to the respective DEL Careers Adviser in parallel with the signing of the Partnership Agreement.  This data will then be input by DEL support staff onto DEL’s CMS system.  If the information supplied by the school is in a paper format, this should be given directly to the careers adviser in a double envelope with the ‘PROTECT’ level of marking or via an encrypted Ironkey held by the adviser.  Following input onto CMS DEL staff will destroy the paper record or delete the data from the Iron key. 

· The source of the information and, where appropriate, how the information will be extracted;

Pupil details will be extracted from the schools class register and sent via the respective Careers Adviser for input onto DEL’s CMS system. 

· The intended recipients of the information;

Pupil data will be provided to DEL’s Careers Service and may be accessed by careers staff on an electronic client management system.   We will only share pupil data with other parties to help prevent fraud or if required to do so by law.

· How confidentiality requirements have been met;

All data will be securely stored on DEL’s CMS system and users will be subject to random security audits.  All users will have personal log in details and access to client records is only permitted for the carrying out of lawful business purposes.  DSD and DEL staff have access to CMS however access is restricted to those who have a business purpose to access client’s personal data.

· How security incidents will be notified;

DEL has in place a security incident reporting procedure which all staff are aware of.  Any breach of security will be notified to the school principal within 24 hours of the breach being detected. 

· When and how the information will be disposed

Data will be only held for the minimum period of time to allow for the delivery of careers information, advice and guidance.

· Complaints procedures

DEL complaints procedures are in place and can be accessed at http://www.delni.gov.uk/es/customercommentscomplaints.pdf  

6.  AGREEMENT

The bodies signing this agreement accept that the procedures laid down in this document provide a secure framework for the sharing of data between their bodies in a manner compliant with their statutory and professional responsibilities.

As such they undertake to:

· Implement and adhere to the procedures and structures set out in this agreement.

· Ensure that where these procedures are complied with, then no restriction will be placed on the sharing of information other than those specified within this agreement.

Engage in a review of this agreement at least every two years, or at the request of either of the parties to the agreement.

We the undersigned agree that each organisation that we represent will adopt and adhere to this information sharing agreement:

	Organisation Name:
St Colman’s College
 Post Held: 

Principal
Signature:    

Mr Cormac McKinney        


Date: 


June 2013


	Organisation Name:
Department of Employment & Learning
 Post Held: 

14-19 Entitlement Team
Signature:   

Dorina Edgar       


Date: 


June 2013


