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DENI Circular 2016/27 – Online Safety 

 

 

Contents: 

 

1. Pupil Use of Digital Technologies 

 

2. Sanctions 

 

3. Reporting 

 

4. Information for Parents for the use of the internet and digital technologies at home 

 

5. Staff Use of Digital Technologies 

 

6. Blended / Remote Learning 

 

 

 

Appendix 1: Digital Technologies Permission Form 

 

Appendix 2: Guidance for Students, Parents and Guardians 

 

Appendix 3: Blended Learning; Guidance for Staff 

 

We want pupils to have the opportunity to avail of all the positive benefits that come from learning, 

exploring and connecting with each other online. However, in doing so, they need to know how to 

protect themselves. 

Schools play a crucial role in raising awareness of the risks, highlighting the impact of behaviour 

when engaging with online technologies and educating children and young people about how to act 

appropriately and stay safe. 
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1. Pupils Use of Digital Technologies 

 

a) Pupils are responsible for good behaviour in the use of digital technologies just as they are for 

good behaviour in the classroom or a school corridor.  General school rules apply.  In addition, a 

number of rules relating to use of digital technologies also apply. 

 

b) St. Colman’s College has implemented internet access via the following sources: 

 

• a filtered, wireless internet service accessed via pupils own personal mobile devices. 

• fixed PC’s / laptops in set locations throughout the school 

 

Both of these provide online access via the C2k platform to a range of digital educational tools. Pupils 

may not access the internet or any online platform via any other means while in school. 

 

 

c) Staff and students at St. Colman’s College should know and understand that no ICT user is 

permitted to: * 

 

• retrieve, send, copy or display offensive messages or pictures; 

• harass, insult or attack others; including the use of obscene, offensive or racist language 

• damage computer hardware or any aspect of the computer networks; 

• use another user’s password to access the network or trespass in another user’s folders, 

work or files; 

• intentionally waste resources (such as on-line time and consumables); 

• access inappropriate / unacceptable sites or materials. 

• purposefully attempt to bypass C2k safeguarding measures (e.g. by using alternative, 

unfiltered wifi sources). 

• place coursework / school work on social networking sites 

• exhibit online behaviours that cause offence, or discomfort to another student / person 

• use the network for unapproved commercial purposes;  

• violate copyright laws; 

 

*This list is not exhaustive 

 

d) Access to the use of digital technology requires parental permission and a signed declaration by 

pupils agreeing to the school rules for use of digital technologies (see Appendix 1). 

 

e) St. Colman’s College will ensure that all pupils understand how they are to use digital technologies 

appropriately and why the rules exist.   

 

f) Digital technologies are provided to enhance teaching and learning and provide a means of 

communication between staff / pupils. While the use of digital technologies is an integral aspect of 

the Curriculum in St Colman’s College, access to these is conditional on pupils acting in a 

considerate and responsible manner. Access shall be withdrawn if a student fails to maintain 

acceptable standards of use, according to the conditions set out in this policy. 

 

g) During school hours teachers will guide pupils towards appropriate online materials / digital 

resources. Pupils will always be supervised by a member of staff while using fixed ICT facilities. 

However, it is at all times the pupil’s responsibility to ensure that only appropriate material is 

accessed.  

 

h) The responsibility for monitoring the use of digital media and access to the internet at home lies 

with those with parental responsibility. St. Colmans College will work constructively with parents 

/ guardians to ensure that best practice is followed at all times. 

 

i) When using digital technology at St. Colman’s College, all users must comply with all copyright, 

libel, fraud, discrimination and obscenity laws or other statutory obligations. 
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j) Pupils will be educated on the safe and appropriate use of digital technology through a range of 

approaches; including formal lessons in PHSE, year group talks, guest speakers, etc. 

 

k) The C2k account allocated to each pupil (including e-mail and ‘My Documents’) is for school 

based work / correspondence only and can be monitored as such. 

 

l) Any activities on personal devices such as iPads or laptops that have been subsidised by 

St.Colman’s College can be checked / monitored by staff at any time (i.e. staff can check 

documents, photo / video streams, apps downloaded, browsing history, etc.) 

 

 

2.  Sanctions 
 

a) Disciplinary action will be taken in line with existing school rules and in line with the 

conditions set out in this policy. 

b) The extent of the sanction applied will depend on the nature and severity of the incident and 

will be applied in conjunction with the implementation of the schools’ ‘Positive Behaviour 

Policy’. 

Violation of the above rules shall result in either a temporary or permanent ban on use of: 

(a) the C2k network, (b) the internet or (c) personal learning device 

 - temporary (set fixed period – e.g. 1 - 2 weeks, 1 month, 1 term, etc.)    

- permanent (until the end of the academic year) 

 

c) Parents/guardians shall be informed of serious breaches of the rules as laid out in this policy. 

 

d) In cases of serious misconduct, the school will inform the relevant authorities. 

 

e) Serious or persistent misuse of ICT equipment may result in the Board of Governors 

considering options available to them in line with the school ‘Positive Behaviour Policy’ and 

SELB protocol. 

 

  

3.  Reporting  

 

Pupils are asked to report any misuse (as outlined in 1 (c) above) of digital technology to a member 

of staff immediately.  

 

a) This can be done via their class teacher, Form Teacher, Year Head or any member of the 

Senior Leadership / Safeguarding team.  

 

b) This can be done in person or via e-mail (or other appropriate digital channel) 

 

c) Incidents of misuse / inappropriate online behaviour are to be dealt with as described in this 

policy and the ‘Safeguarding’ and ‘Positive Behaviour’ Policies. 

 

 

 

 

 

 

4. Information for Parents for the use of the internet and digital technologies at home 

 

Parents are informed of the ‘Safe and Acceptable use of Digital Technology Policy’ and asked for 

permission for their child / ren to use digital technologies in school.  

 

In addition to the above St. Colman’s offers the following advice to parents: 

 

1. Parents should make themselves familiar with security settings / restrictions / parental controls on 

their home internet provision. Parents should use these for blocking access to unsuitable / 

inappropriate materials.   
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2. Parents should make themselves familiar with their sons personal / mobile / tablet devices and 

ensure that appropriate parental controls / restrictions are applied. 

 

3. Personal / mobile / tablet devices should be monitored for content; including images, videos, apps, 

etc.  

 

4. Parents should make themselves familiar with the online capabilities / connectivity of all internet-

enabled devices that their children have access to at home (e.g. games consoles, TV’s, phones, 

watches, etc.) 

 

5. Parents should be aware of the social media platforms / applications that their children use and the 

people whom with they interact. 

 

6. Parents should discuss with their children the school rules for using digital technologies and 

implement these at home.  Parents and children should decide together when, how long, and what 

comprises appropriate use. 

 

7. Parents should get to know the websites their children visit, and talk to them about their online 

activity. Children should be aware that their parents can view / visit the websites that they have 

been accessing. 

 

8. It is recommended that any child under 16 should not be given unmonitored access to social 

networking sites (e.g. parents should know and monitor their sons usernames / passwords). 

 

9. Parents should ensure that their child(ren) never give out personal identifying information 

online, such as a picture, an address, a phone number, the school name, or financial 

information such as credit card or bank details.  In this way they can protect their child(ren) 

(and themselves) from unwanted or unacceptable overtures from strangers, from unplanned 

expenditure and from fraud.   

 

10. Parents should ensure that their children do not respond to any unwelcome, unpleasant or 

abusive messages, and to tell them immediately if they receive any such messages or images.  

If the message comes from an internet service connection provided by the school, they should 

immediately inform the school. 

 

11. Parents should be aware that their child(ren) could, through wi-fi network or 3G 

functionality, access the internet from mobile phones / portable devices (tablet PCs, 

netbooks, etc.). This is external, unfiltered, unmonitored access. The school does not allow 

students such access during school hours. 

 

Further free advice for parents is available from the following sources: 

http://www.stcolmans.org.uk/pages/index.asp?title=Internet_Safety 

http://www.stcolmans.org.uk/pages/index.asp?title=Socal_Media_for_Parents&catID=797&subcatID=

1353 

 

http://www.thinkuknow.co.uk/ 

http://www.ceop.police.uk/safety-centre/ 

http://www.iwf.org.uk/ 

http://www.education-ni.gov.uk/keeping-children-safe-online 

 

 

 

 

 

 

 

 

 

 

http://www.stcolmans.org.uk/pages/index.asp?title=Internet_Safety
http://www.stcolmans.org.uk/pages/index.asp?title=Socal_Media_for_Parents&catID=797&subcatID=1353
http://www.stcolmans.org.uk/pages/index.asp?title=Socal_Media_for_Parents&catID=797&subcatID=1353
http://www.thinkuknow.co.uk/
http://www.ceop.police.uk/safety-centre/
http://www.iwf.org.uk/
http://www.education-ni.gov.uk/keeping-children-safe-online
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5.  Staff Use of Digital Technologies 

 

a.) Staff will be encouraged to use a range of digital and online technologies (incl. relevant 

hardware and software) to enhance the teaching and learning in their classroom.  Staff will be 

encouraged to embed ICT into their daily practice, when and where required by the school, 

and as defined by the requirements of the NI Curriculum. Staff will be encouraged to improve 

their digital skills and be given opportunities to do so throughout the academic year. 

 

b.) All school staff must adhere to all relevant rules and procedures with regard to the use of, and 

access to, digital technology in a manner consistent with the rules of behaviour governing 

employees in the education sector (with particular emphasis on child protection and the 

guidelines set out in this document). 

 

c.) Staff will be trained / updated on the safe and appropriate use of digital and internet 

technologies. 

 

d.) Staff must never allow a student access to their own (or any other members of staff) account, 

username / password, etc. 

 

e.) Staff have access to an extended range of online websites / facilities to which pupils do not. 

Due diligence and care (in line with Child Protection legislation) in the use of this access is 

mandatory, especially in a classroom environment. Staff must seek advice / clarification on 

any issue if necessary. 

 

f.) Staff are expected to, in line with ‘Safeguarding’ and ‘Positive Behaviour’ Policies, deal with 

and / or report and incidents of misuse of digital technologies. 

 

 

 

 

6. Blended / Remote Learning 

 

Remote learning takes place when either staff or pupils are not on site but are teaching and / or 

learning from home. 

 

Blended learning is a combination an individual student, group of students or staff member 

being both in school and at home during the course of a week / term.  

 

When the situation arises that either blended or remote learning is required to take place 

parents, pupils and staff are advised to follow the guidelines as communicated by St.Colman’s 

College. During periods of blended or remote learning normal adherence to Child Protection 

and Positive Behaviour Policies.  

 

Please see Appendix 2: Blended learning: Guidance for Students, Parents and Guardians 

Appendix 3: Blended Learning; Guidance for Staff for details on how these are carried out. 

 

 

 

This policy acknowledges and complies with the following DENI circulars: 

• 2007/24 – Use of Information and Communications Technology in School 

• 2007/1 – Acceptable use of the internet and Digital Technologies in school 

• 2011/22 – Internet Safety 

• 2016/26 – Effective Educational Use of Mobile Digital Devices 

• 2016/27 – Online Safety 

• 2020/21 - Further Guidance for Schools on Supporting Remote Learning to Provide 

Educational Continuity 
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Appendix 1: 

 

*****PARENTAL COPY – TO BE RETAINED BY PARENT***** 

 

Dear Parent, 

Digital Technologies Permission Form 

 

St. Colman’s College offer pupils and staff access to a range of digital technologies, including filtered 

internet access and e-mail service, presently provided by C2K.  

 

Before being allowed to use the ICT facilities within the school, all pupils must obtain parental 

permission to do so. Both they and you must sign and return the enclosed form as evidence of your 

approval and their acceptance of the school rules on this matter. 

 

You should be aware that some materials accessible online may contain items that are illegal, 

defamatory, inaccurate or potentially offensive to some people. If any student is exposed to such 

material (that is not deliberately sought) he should inform the school authorities immediately. 

 

Our aim as a school is to have digital technology embedded in teaching and learning across the 

curriculum. We believe that digital technology enhances the child’s educational experience and assists 

them in becoming independent, life-long learners.  We have put in place a filtered internet and e-mail 

service to minimise the dangers of pupils gaining access to unsuitable materials and follow DENI 

regulations and guidelines in full.  In addition, a clear set of rules and procedures for safe pupil use of 

digital technologies has been implemented.  St. Colman’s College sets the highest standards in this 

regard and will continue to provide support and information to parents as appropriate. 

 

Clear rules and procedures are in place for proper use of digital technologies.  Misuse of digital 

technologies may lead to the following sanctions: 

 

 

Sanctions 
 

a. Temporary or permanent ban of use of the network / personal learning device. 

 

b. Parents/guardians shall be informed of serious breaches of the rules as laid out in 

this policy. 

 

c. Disciplinary action will be taken in line with existing school rules and in line 

with the conditions set out in this policy. 

 

d. In cases of serious misconduct, the school will inform the relevant authorities. 

 

e. Serious or persistent misuse of digital technologies and / or equipment may 

result in the Board of Governors considering options available to them in line 

with the school ‘Safeguarding’ and ‘Positive Behaviour’ Policies. 

 

 
 

We would be grateful if you could read the enclosed guidance documents and then complete the 

permission form which follows. 

 

Yours sincerely 

 

 

Mr Cormac McKinney 

Principal 

 

 

_______________________ 
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*****PARENTAL COPY –  TO BE RETAINED BY PARENT***** 

 

 

‘Safe & Acceptable Use of Digital Technologies’ 

 
 

Name of Pupil (print) ____________________________________________ 

 

Form class:  ____________________________ 

 

 

 

 

Pupil 

 

As a school user of digital technologies, I agree to comply with the school rules on their use.  I will use 

digital technology in a responsible way and observe all the conditions explained to me by the school. 

 

 

Pupil’s Signature: _______________________ Date: ______________ 

 

 

 

 

 

 

Parent/Guardian 

 

As the parent or legal guardian of the pupil signing above, I grant permission for my son to use digital 

technologies.  I understand that pupils will be held accountable for their own actions. I accept 

responsibility for setting standards for my son to follow when selecting, sharing and exploring 

information and digital media. I have read and agreed to the sanctions which will be imposed if the 

rules governing the use of digital technologies are breached. 

 

 

Parent / Guardian’s Signature: _______________________ Date: _________________ 
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Appendix 2: Blended Learning; Guidance for Students, Parents and Guardians 

 

 
Blended Learning   

Guidelines for Students and Parents / Guardians 

 

Teaching & learning may consist of students of a class or year group being taught in school as normal 

or taught remotely where either an individual student, group of students or staff member have classes 

delivered remotely. The combination of classes in school and remote learning is termed ‘Blended 

Learning.’  

 

Staff will use the following two digital platforms only to share work with students:   

• Showbie 

• Microsoft Teams 

Students are expected to be familiar with and monitor the media by which each teacher delivers 

material. Students should check these two Apps for updates daily. 

In cases of remote learning, staff will use the school timetable to deliver work to pupils as scheduled on 

a daily basis – pupils should follow their timetable on those days when they are learning remotely (e.g. 

if French is scheduled for 10.40 am and the pupil is at home then French activities should be completed 

at this time.) Following the timetable will give the structure required to allow this to happen. It is the 

responsibility of each pupil to ensure they follow all instructions and tasks as delivered by staff. 

The expectation is that pupils will fully engage with their learning both in school and at home. In the 

event of non-engagement, the subject teacher will follow the following steps in order until the matter is 

resolved: 

• Communicate with the individual pupil directly (either in school or digitally) 

• Phone parents 

• Refer to Head of Department  

• Refer to Year Head 

For live lessons (i.e. lessons delivered live and online) the following protocols will apply: 

• Staff will currently only use MS Teams platform for delivery of ‘live lessons’. 

• Students must ‘log into’ the live lesson at the time arranged by the teacher 

• For reasons of child protection, staff will not use video conferencing, but rather audio 

conferencing (i.e. video imagery of neither students / staff will be used to deliver lessons, but 

rather ‘audio’ only).  

• Staff will have full control over the session (i.e. switch student microphones on / off where 

applicable) 

• Students must behave and communicate with staff / peers as they would in a normal classroom 

setting 

• If any student causes undue disruption to a lesson they will be asked to leave and / or the 

lesson will be terminated 

 

For technical issues please contact one of the following as soon as a problem arises: 

• Mr R McMahon – rmcmahon809@c2ken.net  

• Mr K Franklin – kfranklin940@c2ken.net  

• Mr L McMahon – lmcmchon990@c2ken.net 

mailto:rmcmahon809@c2ken.net
mailto:kfranklin940@c2ken.net
mailto:lmcmchon990@c2ken.net
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Home / School Communication Channels 
What a guardian should do in case of: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Parents / Guardians should keep communications confined to working hours (9.00am 

– 3.30pm Mon-Fri).  Every effort will be made to return e-mails / phone calls as soon 

as possible / practical. A response from the school should be received by the next 

working day. Please see key contact details below: 

 

Key Stage 3 GCSE A-Level 

Mr Conor Gilmore 
Head of Year 8 

cgilmore925@c2ken.net 
 

Mr M McLaughlin 
Head of Year 9   

mmclaughlin352@c2kni.net 
 

Mr JP O’Hare  
Head of Year 10  

johare279@c2kni.net 
  

Mr M Doran 
SLT 

Head of Key Stage 3 
mdoran503@c2kni.net 

Miss C McSorley 
Head of Year 11  

cmcsorley207@c2kni.net 
 

Mr G Boyle   
Head of Year 12 

gboyle354@c2kni.net 
   

 
 
 
 

Dr P. Collins  
SLT  

Head of Key Stage 4  
pcollins050@c2kni.net 

  

Mrs L Grant 
Head of Year 13 

lgrant594@c2kni.net 
  

Mr R Finn 
Head of Year 14 

 rfinn490@c2kni.net 

 
 

  
 

 
Mr C O’Hare  

SLT  

Head of Key Stage 5  
cohare611@c2kni.net 

Safeguarding Team   
 

 
 

Designated Teacher / 

Principal 
Mr C McKinney: 

cmckinney692@c2kschools.net 

 

 

Deputy Designated Teachers  : 

 

Mr M Doran: mdoran503@c2kschools.net 
Dr P Collins: pcollins050@c2kschools.net 
Mr C O’Hare:cohare611@c2kschools.net 

Mrs H Doherty: hdoherty561@c2kschools.net 
Mr K Franklin:  kfranklin940@c2kschools.net 

  
 

Concern about 

work for a specific 

subject 

Contact class 

teacher directly (e-

mail / phone call) 

General concern 

about work across a 

range of subjects 

Contact Form 

Teacher / Year Head  

(e-mail / phone call) 

Concern of a 

pastoral nature 

Contact Form 

Teacher / Year 

Head / SLT / VP 

(e-mail / phone 

call) 

Concern of a child 

protection nature 

Contact member of 

Safeguarding Team 

(e-mail / phone 

call) 

mailto:mmclaughlin352@c2kni.net
mailto:johare279@c2kni.net
mailto:mdoran503@c2kni.net
mailto:cmcsorley207@c2kni.net
mailto:gboyle354@c2kni.net
mailto:pcollins050@c2kni.net
mailto:lgrant594@c2kni.net
mailto:rfinn490@c2kni.net
mailto:cohare611@c2kni.net
mailto:cmckinney692@c2kschools.net
mailto:mdoran503@c2kschools.net
mailto:pcollins050@c2kschools.net
mailto:cohare611@c2kschools.net
mailto:hdoherty561@c2kschools.net
mailto:kfranklin940@c2kschools.net
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Email Addresses of Teachers by Department 
 

Subject Email Addresses of Teachers by Department 

Art and Design efreeburn431@c2ken.net 

Biology mmcgowan828@c2ken.net / pchambers105@c2ken.net / fmcastocker885@c2ken.net 

Business Studies bfarmer008@c2ken.net  / cgilmore925@c2kschools.net 

Business Studies/Accounts lgrant594@c2ken.net 

Careers cohare611@c2ken.net 

Chemistry kcummins788@c2ken.net / mmcpolin743@c2ken.net / pcrowl216@c2ken.net 

Design Technology pbarton586@c2ken.net / jgallagher820@c2ken.net / kfranklin940@c2ken.net 

Design Technology/Maths mmclaughlin352@c2ken.net 

Drama amillar309@c2ken.net 

English rboyle726@c2ken.net  / gboyle354@c2ken.net 

English / Drama psloane578@c2ken.net 

French nmcshane758@c2ken.net  / rmackin640@c2ken.net 

French kboyle364@c2ken.net / mfearon570@c2ken.net 

Geography skeenan701@c2ken.net / rjordan617@c2ken.net / khillen370@c2kschools.net 

History varcher024@c2ken.net 

History / Gov & Politics emcevoy709@c2ken.net / rfinn490@c2ken.net / lquinn452@c2ken.net 

Home Economics fmurphy773@c2ken.net 

Home Economics/Biology rmatthews240@c2ken.net 

IT chollywood803@c2ken.net / johare279@c2ken.net 

Irish arodgers819@c2ken.net / chardy466@c2ken.net / pcollins050@c2ken.net 

Mathematics pquinn413@c2ken.net / hdoherty561@c2ken.net 

Mathematics cmcsorley207@c2ken.net / sohare625@c2ken.net 

Mathematics pmcloughlin144@c2ken.net / bstevenson073@c2ken.net 

Music sframe568@c2ken.net / mdoran503@c2ken.net 

PE cmurray525@c2ken.net / ohenry546@c2kschools.net  
PE / Irish rmcmahon809@c2ken.net 

Physics dmcgreevy931@c2ken.net  / gmckenna677@c2ken.net 

Religious Studies pmcgrane103@c2ken.net / pfarmer867@c2ken.net / sbardon269@c2kschools.net 

Sociology ssavage731@c2ken.net 
 

 

 

mailto:pchambers105@c2ken.net
mailto:kcummins788@c2ken.net
mailto:pbarton586@c2ken.net
mailto:jgallagher820@c2ken.net
mailto:kboyle364@c2ken.net
mailto:mfearon570@c2ken.net
mailto:skeenan701@c2ken.net
mailto:rjordan617@c2ken.net
mailto:emcevoy709@c2ken.net
mailto:rfinn490@c2ken.net
mailto:arodgers819@c2ken.net
mailto:chardy466@c2ken.net
mailto:pquinn413@c2ken.net
mailto:cmcsorley207@c2ken.net
mailto:sohare625@c2ken.net
mailto:pmcloughlin144@c2ken.net
mailto:sframe568@c2ken.net
mailto:ohenry546@c2kschools.net
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Appendix 3: Blended Learning; Guidance for Staff 

 

 

Blended Learning   

Guidelines for Students and Parents / Guardians 

 

Teaching and learning may consist of students of a class or year group being taught in school as normal 

or taught remotely where either an individual student, group of students or staff member have classes 

delivered remotely. The combination of classes in school and remote learning is termed ‘Blended 

Learning.’ 

 

Staff will use the following platforms for blended teaching and learning: 

• Showbie 

• Microsoft Teams  

 

E-mail will mainly be used for formal communication. Staff should keep communications to pupils 

confined to working hours (9.00am – 3.30pm Mon-Fri). 

 

Staff will ensure all pupils / classes are familiar with and have full access to their chosen media for 

remote learning. This will be kept under review. 

Staff will monitor the amount of work being given to pupils and the time needed for completion of 

tasks.  

  

 Protocols for live audio lessons: 

(i.e. lessons delivered live and online) 

 

• For child protection reasons, staff will not use video conferencing, but rather audio 

conferencing (i.e.  

video imagery of students / staff will not be used to deliver lessons) but rather ‘audio’ only.   

• Staff will use MS Teams for the delivery of live audio lessons.  

• Students will log into the live lesson at the time arranged by the teacher i.e. timetabled class 

• Staff will have full control over the session (i.e. switch student microphones on / off where 

applicable)  

• Students will behave and communicate with staff / peers as they would in a normal classroom 

setting 

• If any student causes undue disruption to a lesson they will be asked to leave and / or the 

lesson will 

be terminated  

• For live discussions, staff will closely monitor all traffic and ensure interactions are relevant 

and 

suitable. 

 

Protocols for non-engagement in remote learning: 

• Levels of engagement will be monitored via SIMS achievement with parental engagement 

• Address non-engagement directly with pupil – in person / message / e-mail 

• Address non-engagement with parent – SIMS Parent App / phone call by class teacher 

• Refer to Head of Department / Year Head  

• Meeting with parent 

 
 


